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Agenda Item

REPORT OF DAP Partnership Manager
To: Audit & Governance Committee
Subject: Audit Reports Issued to Date
Date: 23rd July 2019 Reference:

PURPOSE OF REPORT:    To provide a summary of the audit reports issued to date to 
enable members to discuss any matters they wish to raise.
 

1. INTRODUCTION
The Audit & Governance Committee requested a regular summary of the audit reports issued to 
ensure there is opportunity to raise any queries on those reports. 

Where possible Members are encouraged to raise any significant concerns with the Service 
Improvement Officer at the time of issue of the report, however this report gives the opportunity 
for Members as a group to discuss any related matters.

This committee report covers the audit reports issued to date and not previously reported. 

2. REPORT
A summary of those reports issued to date and not included in previous committee reports is 
included at Appendix A. 

There are seven audits to be reported upon:

 Payroll  Waste Management
 Housing Benefits  Emergency Planning
 Homelessness  Income
 Risk Management

3. IMPLICATIONS
Legal Implications
None.

Financial Implications
None.

Human Resources Implications
None.

Sustainability Implications
None.

Equality/Diversity
None.
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Risk Management
The two key outcomes from an audit are the opinion on the audit subject, which indicates the level 
of assurance that members can take, and the agreed actions to strengthen the control framework. 
Any agreed actions are evaluated against the corporate risk matrix and the audit reports include 
those risks that are medium or high. Low risk or housekeeping matters are reported separately and 
directly to management for them to manage. Progress with implementing actions is reported to the 
Head of Paid Service (or Senior Management Team) and to the Audit & Governance committee on 
a quarterly basis.
 
Compliance with Policies and Strategies
This report complies with the Audit & Governance Committee terms of reference and the Audit 
Procedures Manual. 

Ward Member and Leader Member Views
Councillor Philip Hackett, Chair of Audit & Governance, commented “The Internal Audits Reports 
contribute to the Council’s robust governance arrangements.”   

4. CONCLUSIONS
Seven reports have been issued since the meeting in February. The opinion for the audits at the 
time of publication was:

Opinion Audit
Good Standard
‘No Significant Matters Arising’

Payroll; Benefits; Risk 
Management; Waste 
Management; Emergency 
Planning; Income; 

Improvement Required
‘Existing Procedures Need to be Improved’

Homelessness

Opinions range from: High Standard; Good Standard; Improvements Required; Fundamental 
Weaknesses. 

Note: Opinion for the ICT Cyber Security Audit was based on previously used range of opinions 
(Good, Satisfactory, Marginal, Unsatisfactory). 

5. RECOMMENDATIONS
Committee are asked to:

Note the report issued in this reporting period and raise any queries, suggestions or proposals 
relating to the seven internal audits in this report.

SUPPORTING INFORMATION

Consultations: Officer - Jenny Wallace; Steve Hearse; Staci Dorey
Councillors - Philip Hackett

Contact Officer: Chris Dobbs

Background Papers: Audit files
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Appendix A
Payroll – Good Standard Opinion (high standard rating on 4/7 risk areas, remainder were good)

Introduction 
The Authority's Payroll process is designed to pay employees, members and a small number of 
pensioners inherited from the five former district Authorities that merged in April 1974 to form the 
current Torridge District Council.  The Authority also offers its payroll service to Parish Councils as a 
method of paying their clerks.

The Human Resources (HR) team is responsible for maintaining accurate personnel records relating 
to staff employed by the authority, and use a Sage software package, which was implemented in 
2008.

The HR and Payroll Systems are not integrated.  A separate software system (Bond Teamspirit) is 
used by the Payroll staff in the Exchequer team for updating and maintaining payroll data.  The Bond 
Teamspirit system was implemented in April 2014 and is hosted by North Devon Council; it is 
accessed by Torridge staff via a secure, dedicated line.

Assurance Opinion on Risks Covered
 

Level of Assurance Direction 
of travel

Incorrect Payments to Employees, including:
R1 - Fraudulent payments to ghost employees
R2 - Payments to incorrect individuals
R3 - Payments for incorrect amounts
R4 - Employee hardship as a result of late/non payment

Good Standard

R5. Incorrect statutory deductions resulting in financial 
penalty.

High Standard

R6. Inability to produce statutory returns or other key 
documentation such as P11D, P60

Good Standard

R7. Financial penalties resulting from a data breach High Standard

R8. Inefficient use of resources Good Standard

R9. Material misstatements within the Accounts. High Standard

R10. Reputational damage to the Authority, e.g. as a result of 
fraud or data breach

High Standard

These areas / risks combine to provide the overall audit assurance opinion. Definitions of the assurance opinion ratings can be 
found in the Appendices. The observations and findings in relation to each of these areas has been discussed with 
management, see the "Detailed Audit Observations And Action Plan" appendix A. This appendix records the action plan 
agreed by management to enhance the internal control framework and mitigate identified risks where agreed 

Executive Summary 
Our review found that the controls to ensure appropriate authorisation of new posts and amendments 
to existing posts, operate effectively; separation of duties is maintained between HR and Payroll and 
all appropriate evidence is saved securely.
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Regular monitoring of salary information is carried out by the Accountancy team and any variances 
are identified and investigated.  Quarterly budget reports are produced providing salary information. 

Regular liaison between HR and Accountancy has taken place to confirm that the employee 
establishment remains correct, due to the Authority changing the pay grade system as a result of the 
2019/20 pay agreement between the Local Government Association and the Relevant Unions. 
Reconciliation between the HR and payroll systems will continue in the new financial year with 
quarterly HR establishment lists being sent to Accountancy to ensure the accuracy of payroll records.

Payroll processes are well documented, and the controls in place to ensure that data is accurate and 
processed promptly operate to a high standard.  Evidence of quality checking and authorisation is 
retained, as is evidence that separation of duties is maintained between the payroll file generation and 
BACS submissions.
Access to the payroll system is appropriately restricted and access to payroll data on the Council's 
network is well controlled, with documents saved and stored securely. 

Although the HR and Payroll processes operate well, there are areas where there is a duplication of 
effort e.g. input of employee records into the 2 separate systems, and also duplication of documents 
that are retained.

The HR Manager has advised that North Devon Council, who host the Teamspirit software, have 
advised Torridge District Council that they are considering implementing an alternative software 
package, and have been involved in demonstrations by software suppliers for integrated HR/Payroll 
packages.  An integrated package has the benefit of reducing duplication of effort for entering 
employee details, possible online authorisation and also document storage. Given the limited budget 
for the system, this shared approach does appear appropriate and should help to ensure that “best 
value” is demonstrated and achieved. It is currently envisaged that the Council will tender for a 
combined payroll and HR system. Council Officers are currently attending Demos from combined 
HR/Payroll providers in conjunction with colleagues from North Devon Council. Generally, there are 
efficiencies in a combined system, but we recognise that the cost of such an approach is likely to be 
prohibitive at this time. 

Issues for the Annual Governance Statement 
The evidence obtained in internal audit reviews can identify issues in respect of risk management, 
systems and controls that may be relevant to the Annual Governance Statement. 

No issues to report
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Benefits – Good Standard Opinion (high standard rating on 1/3 risk areas, remainder were 
good)

Introduction 
Housing benefit and council tax support are means tested schemes to enable people on low incomes 
to meet the costs of their housing needs and council tax liabilities. Local authorities are responsible for 
administering the schemes and, for housing benefit, an annual claim for subsidy is made to the 
Department for Work and Pensions (DWP). Claims for subsidy are governed by complex rules and 
regulations, and as such require accurate recording and management of benefit claim data.

The main objective of the Council’s Benefits Team is to pay the correct level of housing benefit and / 
or council tax support to the right person at the right time.  Benefit and support claims at Torridge 
District Council are administered on the Academy system, with a separate system being utilised for 
document management.

Risk Areas Covered Level of 
Assurance

R1 Inappropriate access to the system Good 
Standard

R2 Inappropriate or inaccurate amendments to the Revenues and Benefits 
system or to the MAS

High 
Standard

R3 Untimely, inappropriate or inaccurate payments made or not recovered Good 
Standard

Executive Summary 
This year’s ‘light touch’ review found that the key controls in place to mitigate the risk areas 
identified in section 4 remain in operation.

A small number of minor issues were; however we do not consider these to be symptomatic of 
underlying control or performance issues; hence this year’s opinion of ‘Good Standard’.

The detailed findings and recommendations regarding these issues and less important matters are 
described in the Appendices. Recommendations have been categorised to aid prioritisation. 
Definitions of the priority categories and the assurance opinion ratings are also given in the 
Appendices to this report.

Issues for the Annual Governance Statement 
The evidence obtained in internal audit reviews can identify issues in respect of risk management, 
systems and controls that may be relevant to the Annual Governance Statement.

In terms of this review, we are able to report that there are no issues that are arising from the 
examination of systems and controls that warrant inclusion in the Annual Governance Statement.
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Homelessness – Improvements required (0/1 controls considered to be effective)

Introduction 
Part 7 of the Housing Act 1996 establishes duties which apply to Local Authorities in respect of 
homelessness. The Homelessness Reduction Act 2018 (HRA) expands on these duties and brings 
with it more rigorous requirements for example in terms of case recording. The HRA came into effect 
on 3 April 2018, although some aspects, such as the duty to refer, became effective in October 2018. 
Duties include the provision of a free advisory service and activities to prevent and relieve 
homelessness based on an individual assessment of a client’s needs and circumstances. 

Torridge District Councils Customer Support Manager and Housing Options Team are responsible for 
ensuring that the Council meets is statutory obligations regarding homelessness.

This audit forms part of the Internal Audit risk-based audit plan

Assurance Opinion on Risks or Areas Covered
   -   key concerns or unmitigated risks

Level of 
Assurance

Direction 
of travel

R1 - Statutory duties may not be fulfilled, placing eligible persons 
at risk of harm.

Improvements 
Required

 
These areas / risks combine to provide the overall audit assurance opinion. Definitions of the assurance opinion ratings 
can be found in the Appendices. The observations and findings in relation to each of these areas has been discussed with 
management, see the "Detailed Audit Observations And Action Plan" appendix A. This appendix records the action plan 
agreed by management to enhance the internal control framework and mitigate identified risks where agreed 

Executive Summary 

Team Resourcing
2018 has been a challenging year for the Housing Options Team. In addition to the changes in 
working practices necessary to comply with The Homelessness Reduction Act 2017, the main housing 
software used to record cases has also changed. The replacement software, Housing Jigsaw, is a 
completely new application and so has not had the benefits of an established system in terms of 
functionality development, bug fixes and an established user base with whom best practice can be 
shared. The benefit of the system being brand new however is that it is understood to have been 
developed from the ground up with a view to delivering front line housing services that comply with the 
new legislation.

As 2018 has progressed, the Housing Options team have encountered capacity/workload issues that 
have placed increased strain on the team and has impacted the effective and efficient delivery of 
services. Management have now addressed these issues by restructuring the team roles, creating a 
new Housing Options Support Officer role and recruiting a temporary officer to 'triage' new cases, 
freeing up Housing Options Officers time to focus on the detailed work necessary for cases where the 
triage outcome has been assessed as 'duty likely to apply'.

We obtained statistical data looking at homeless cases since 2015. Due to the change in system 
software and the way the data is reported by each system it has been presented as two different 
graphs. The first shows homeless applications only and does not include advisory work, whereas the 
second chart, using data from the recently introduced Housing Jigsaw system, shows the total number 
of cases registered during each month of 2018-19.
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Knowledge, Skills and Experience
The Housing Options team have many years of combined experience with working in a housing role 
and most officers have been in their current role for several years or more. Job Descriptions and 
Person Specifications for housing roles appeared adequate.

In preparation for the new legislation and software change, Housing Options Officers have attended a 
series of formal training and briefing sessions, both in house and as provided by external 
consultants/training organisations. This training has provided a view of the new legislation from 
different perspectives in order for team members to obtain a more holistic view of its requirements and 
how they can best be implemented. As with any new legislation, a body of case law has yet to be 
established in order for precedents to be set and more definitive interpretations of the law to be 
established and available for practitioners to refer too.

Maintain Awareness of New and Emerging Issues
Responsibility for this falls primarily to the Service Manager and Housing Options Team Leader, who 
indicated that this is achieved by periodically checking online resources or reading newsletters such 
as that produced by Lime Legal. This task occurs on an ad hoc basis and is fit in around the day to 
day workload. We reviewed an example newsletter produced by Lime Legal and found it to be detailed 
and informative, including for instance sections on Law News/Policy Issues and Housing Laws in the 
Pipeline.

Policy and Procedures
A Homelessness Strategy was found on the Authority's website however this covers the period 2013-
18 and as such is now in need of updating.
Procedures to assist the team during their daily work are in place. These include a detailed flowchart 
built into the Housing Jigsaw software and a number of in-house procedures saved to the corporate 
network. There is evidence of a number of these having been updated recently to accommodate 
changes in working practices/requirements; however work is ongoing to ensure these are fully 
comprehensive and a joint exercise with Mid-Devon is being considered to help share the workload.

Duty to Provide Advisory Services
The Authority provides a free of charge, in house service which covers the requirements of the Act. 
Advice is provided on prevention, securing accommodation, the rights of the individual under the Act, 
third parties who can be approached for further advice and details on how to contact the Authority's 
Housing Service.

The website was found to contain a good degree of advisory information including pages tailored to 
individuals with specific circumstances such as care leavers, domestic abuse victims, former members 
of the regular armed services and others as required under the Act.

To alleviate workloads on the team the Authority is attempting to promote a culture within the 
community of self-service and self-referral, publishing as much advisory information as possible on the 
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website where it can be accessed directly by affected persons. This includes the ability for individuals 
to self-register on the Housing Jigsaw system and upload evidential documents without the need to 
physically bring them or post them to the Authority.

As well as directly accessible advice, tailored advice will also, where applicable, be issued to persons 
who have registered as homeless or at risk of homelessness. Where the triage process determines 
the authority has no statutory duty, this is notified in writing to the applicant and the letter includes any 
specific advice which the triage officer deems appropriate. In the event of a statutory duty being 
accepted, a Personalised Housing Plan is drawn up which includes any specific advice deemed 
applicable to the case.

Triage
Prior to undertaking a full assessment of the case, the Act requires the Authority to confirm that the 
applicant is eligible for assistance and is homeless or threatened with homelessness within the next 
56 days. This pre-assessment process is known as triage. To confirm that this activity had been 
undertaken we selected a sample of cases that had progressed to a 'prevention' or 'relief' duty stage 
and viewed the case records on Housing Jigsaw. In all cases we found that the triage section of the 
case records had been completed, however some gaps were noted with either evidential documents 
that did not appear to have been attached or with the full completion of all relevant section of triage.

Assessments and Personalised Housing Plans
Where an eligible applicant is threatened with homelessness within the next 56 days, the Authority is 
deemed to have a prevention duty and will then undertake a full assessment and produce a 
Personalised Housing Plan for each client. The way the Housing Jigsaw software and in particular 
case records has been developed appears to flow well and includes sections which cover the specific 
requirements as set out in the primary legislation, such as the need to assess the reasons for 
homelessness and the housing needs, including support networks of the client. We reviewed a small 
sample of case records and found that the relevant assessment and PHP sections had been 
completed; however some quality issues were identified.

Notification of Decisions 
The Authority is required to notify applicants of assessments that it has completed, along with any 
necessary actions for the applicant/housing officer to undertake. For those cases reviewed, we were 
able to confirm that this is a standard practice and that formal notifications are issued in respect of 
accepting/ending a statutory duty and that a Personalised Housing Plan is developed and issued 
which incorporates the action plans.

As with the triage process however, some gaps were noted such as missing signed copies of PHP's or 
missing duty letters in some cases.

Information Security
We note that access to the Housing Jigsaw system is restricted by way of a username and password. 
The system is however hosted externally, and we found that there are no controls that restrict the 
device or network that can be used to access the system. Whilst this is good for clients, who can setup 
a personal account from their home computer and upload relevant documents, this ability for all users 
to access their account from any device, location may pose a security risk for Local Authority users. If 
such a user’s log in credentials were compromised this would give total access to their account from 
any location. Similarly, if a staff member used an unmanaged device or insecure location to access 
the system, this could lead to a breach of the Data Protection Act 2018.
Consideration should be given therefore to restricting system access for officers (not clients) to 
managed devices/networks only.

The detailed findings and recommendations regarding these issues and less important matters are 
described in Appendix A. Recommendations have been categorised to aid prioritisation. Definitions of 
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the priority categories and the assurance opinion ratings are also given in the Appendices to this 
report. Management are required to agree an action plan, ideally within three weeks of receiving the 
draft internal audit report. 
Issues for the Annual Governance Statement 
The evidence obtained in internal audit reviews can identify issues in respect of risk management, 
systems and controls that may be relevant to the Annual Governance Statement. 

No issues were identified during the current review that require disclosure within the Annual 
Governance Statement.
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Risk Management – Good Standard Opinion (high standard rating on 1/3 risk areas; good 
standard on 1/3 risk areas; improvements required on 1/3 risk areas)

Introduction 
Recognised Risk Management (RM) methodologies include ISO31000, Alarm (Association of Local 
Authority Risk Managers), HM Treasury ‘Orange Book’ and the COSO (Committee of Sponsoring 
Organisations) enterprise risk management (ERM) framework. All share a common theme which is to 
ensure that risks to business objectives are properly managed to give organisations the best possible 
chance to achieve their goals.

Torridge District Council has developed its own framework for RM, including a Strategy and Process 
which incorporates elements of the above methodologies. 

The Authority’s Risk Management (RM) Strategy defines RM as the process by which risks are 
identified, assessed, managed and controlled. It is about the way the Council recognizes and plans to 
deal with the possibility of failing to achieve its corporate and service objectives. It is concerned with 
identifying the risks, evaluating the impact and likelihood, recording what is in place to mitigate the 
risks, and if the risks are still too high to take further action to control the risks effectively. 

The RM process at the service level is the responsibility of each Operational Manager. They are 
required to maintain a risk register which identifies and evaluates the key service risks that are 
considered unacceptable and require more regular review and closer monitoring. At the strategic level 
there is a corporate risk register which is managed through the Risk Management Group who report to 
the Senior Management Team (SMT). SMT then review the Corporate Risk Register and conduct 
horizon scanning to identify potential future risks. Corporate Risks are a standing item on the agenda 
of the Audit & Governance Committee which meets throughout the year. The whole process is 
governed by the Risk Management Strategy, which has a three-year review cycle when it is updated 
and approved by SMT.    

The previous audit of this area was conducted in April 2018, at which time an assurance level of 
Satisfactory was given.

This audit forms part of the Internal Audit risk-based audit plan.

Assurance Opinion on Risks or Areas Covered
   -   key concerns or unmitigated risks

Level of 
Assurance

R1 - Governance arrangements do not support effective RM. High Standard
 

R2 - The RM framework is not sufficiently established. Good Standard
 

R3 - Risks are not captured, mitigated or monitored. Improvements 
Required 

These areas / risks combine to provide the overall audit assurance opinion. Definitions of the assurance opinion ratings 
can be found in the Appendices. The observations and findings in relation to each of these areas has been discussed 
with management, see the "Detailed Audit Observations And Action Plan" appendix A. This appendix records the action 
plan agreed by management to enhance the internal control framework and mitigate identified risks where agreed 

Executive Summary
Risk Management Framework
A Risk Management Strategy was found to be in place and up to date. The Strategy has recently been 
updated and now includes improved information relating to the 'risk appetite' of the Authority. The 
Authority has determined that its overall appetite for risk is at the 'cautious' level, but also 
acknowledges that this is not a rigid requirement but allows for some flexibility for the level of 
acceptable risk to be considered on a case by case basis. The Strategy, along with the RM Process 
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document, was approved by the Strategic Management Team (SMT) in February 2019. The 
documents have a three year review cycle and are published on the intranet where they can be 
accessed by officers.

A further document which can be considered to form part of the RM framework is the Code of 
Corporate Governance, as this includes direct reference to how the Authority seeks to ensure effective 
RM, control and governance processes. The latest version of this document was reviewed and 
approved by the Audit and Governance Committee in November 2018.

Reporting Lines and Senior Management Involvement
We confirmed that RM has been discussed, monitored and reviewed by Senior Management and 
Members throughout the year.

An examination of recent minutes confirmed that, in accordance with the delegations set out within the 
constitution, RM is a standing agenda item for the Audit and Governance Committee (A&G) and this 
includes a review of the Corporate Risk Register (CRR). Due to the sensitive nature of some risk 
information within the CRR, it is now discussed under Part II of the meeting. One downside to this is 
that committee members will no longer receive a copy of the register in advance of the meeting, so it 
will be important for the Strategic Manager to ensure that sufficient time is given to highlighting key 
aspects or changes to the register during the meeting. 

As well as receiving reports on the CRR the Committee also receives the Annual Governance 
Statement and monitors the work of the Internal and External Audit functions, which all have 
significant RM aspects.

The SMT meet on a variable weekly/fortnightly basis and from a sample of meeting notes reviewed it 
was seen that RM is a standing agenda item. The Governance Manager requests that members of the 
SMT conduct ‘Horizon Scanning’ for new risks and there is also consideration of ongoing risks and if 
necessary, amendments to the corporate risk register are proposed. 

The Risk Management Group (RMG) is made up of a wider group of managers from across the 
Authority who have met on a roughly quarterly basis during the previous year. Discussions included 
consideration of new and emerging risks and reviewing of the corporate risk register. 

Training and Awareness
The Authority’s intranet includes an easily located page covering RM and is available to all staff with 
network access. Links are included to the Strategy, Process document and other reference material 
relevant to RM, and we note that the contact details for the link officer involved in RM have now been 
updated.

There has been no formal training session for RM since November 2014; there is therefore a risk that 
awareness of the importance of this area may no longer be uppermost in some officers’ minds. This 
could lead to unacceptable levels of risk taking. We would recommend that, going forward, some form 
of refresher training be put into place.

Regional Group Meetings
The current year has seen the introduction of a Regional Risk Management Group which meets on a 
roughly quarterly basis and includes representation from public and private sector organisations. The 
meetings have been attended by the Strategic Manager (Resources) and shared experiences have 
proven to be a positive influence, for example by confirming that cyber security is among the top risks 
for many organisations. For Torridge, this has led to the addition of a cyber security risk to its strategic 
risk register.
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Corporate Risk Register (CRR)
The Authority maintains a Corporate Risk Register (CRR) for strategic level risks. The format of the 
register has been changed during the current year and the result includes improvements such as the 
use of formulas to calculate risk scores (likelihood x impact) as well as some areas being removed 
such as the prior 'target risk scores' which management felt were often unrealistic or unachievable due 
to outside factors which were beyond the Authority's control.

For risks of a financial nature, thresholds are used in the risk analysis to determine the level of impact. 
There are currently nine risks included, examples being ‘balancing the budget’ and ‘corporate 
manslaughter’.

Good practice is for risks to be defined in terms of a cause, event, consequence. The register and 
process provides a reasonable framework for establishing the cause and event in each case, but 
consequences are not always defined.

The register is periodically reviewed and discussed by the RMG/SMT groups as well as being 
presented to the Audit and Governance Committee meetings. 

The CRR is formally updated in readiness for Audit and Governance Committee meetings and new 
copies are saved as evidence of these updates. Through discussion it was also indicated that the 
register is updated at other times as and when necessary, although these updates do not occur with 
set frequency or result in the document being saved as a new version.

We confirmed that owners were recorded for risks and further actions within the register and that the 
owners were all current employees. This helps provide accountability and establishes responsibility for 
managing and monitoring each of the risks.

We considered the ‘mitigating controls’ section of the register for two of the risks (CRR3 and CRR4) 
and deemed the mitigations to be reasonable and relevant in the context of the risk. We selected one 
mitigating control from each of the eight strategic risks and sought to confirm that it was operating 
effectively. This was the case in most, but not all instances. 

Overall the CRR provides a useful summary of key strategic risks that the Authority faces. 

Service Risk Registers (SRR)
Each service area is responsible for developing its own SRR, which employ the same format and 
layout as the CRR. These are subsumed into the Integrated Business Plan (IBP) for each service area 
which are prepared prior to the start of the financial year. The RM process used by the Authority does 
not require the registers to be updated during the year and so they can become out of date fairly 
quickly, for instance if risks, action owners or target dates change. This in itself is an accepted risk by 
management. The most recent registers are draft documents being prepared in respect of 2019-20.

We looked at three draft SRR’s, covering Planning, Commercial and Leisure and Regulatory Services. 
Improvements were noted to the layout and format of these registers this year.

Risk Map
The Authority produces a 'risk map' which summarises key risks from both corporate and operational 
risk registers and provides an accessible and visual representation of the current position of these 
risks. The map was last updated during February 2019; however we note the section on Business 
Transformation risks had not been updated since January 2017. Prior to the audit the risk map had not 
been widely utilised as a monitoring tool/visual aid for management. Circulation and discussion of this 
document at other groups such as RMG and OMT would also be beneficial.
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Partnership and Project Risks
From discussion with the Strategic Manager, Resources, it was determined that the Authority have 
limited partnership arrangements in place at the present time, so this is seen as a relatively low risk 
area by management. We identified that risk register entries existed in the relevant service areas SRR 
in relation to the North Devon Plus and Community Safety Partnerships.

With regard to projects, we made enquiries to the property team regarding up to date risk 
registers/logs for two current projects and received suitable evidence for one of the two projects.

Our findings then suggest that partnership and project risks are considered and recorded but that 
further improvement is necessary in terms of retaining documentary evidence.

Risk Events
In previous years, the Authority has successfully managed unexpected risks such as the collapse of its 
recycling contractor in 2016/17 and the rapid coastal erosion around a landfill site which caused 
national interest during 2017-18. The current year has seen less in the way of unexpected challenges 
but has nevertheless included some major planned projects, such as the implementation of the new 
waste service and the transfer of staff to a single site at Riverbank House, both of which are deemed 
to have been successful. Evidence was also seen of the Senior Management Team discussing Brexit 
implications during a recent meeting.

Staff Survey
Current risk owners (per current risk registers) were surveyed with a short questionnaire based on HM 
Treasury Risk Management Framework Assessment tool. The survey includes seven questions 
designed to capture how well the individual believes that RM is implemented. Of those surveyed, 15 
(or 63%) responded with a completed questionnaire, compared with previous response rates of 36% 
50%, 55% and 80% (from most recent to oldest). The responses were collated and are shown below. 
Scoring ranged from 1 to 5, with 1 being the lowest.

We can see that confidence in RM has increased in two areas this year, relating to how well risks are 
handled and whether RM contributes to successful outcomes. Areas that have declined this year, in 
the view of those surveyed, include awareness of clear policies and guidance on RM and how well RM 
is embedded within day to day processes. The overall average score for all questions being 3.4 out of 
5, equalling that of last year but an increase from 3.1 the year before that. Despite the decline since 
last year, the area which scored highest continues to be Q2, "Is there a clear risk management 
strategy and policies", whilst Q4, "Are there effective arrangements for managing risks with partners", 
continues to have the lowest confidence level, although even here we see a slight increase compared 
with previous years. 
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The recommendations within this report are intended to strengthen and improve RM and therefore 
assist the Authority in achieving its strategic goals.

Issues considered as low risk have been reported separately to operational management.

The detailed findings and recommendations regarding these issues and less important matters are 
described in Appendix A. Recommendations have been categorised to aid prioritisation. Definitions of 
the priority categories and the assurance opinion ratings are also given in the Appendices to this 
report. 
Management are required to agree an action plan, ideally within three weeks of receiving the draft 
internal audit report. 

Written responses should be returned to Gary.Spratley@torridge.gov.uk. Alternatively, a meeting to 
discuss the report and agree the action plan should be arranged with the named auditors. 

Issues for the Annual Governance Statement 
The evidence obtained in internal audit reviews can identify issues in respect of risk management, 
systems and controls that may be relevant to the Annual Governance Statement. 

No issues have been identified that require disclosure within the Annual Governance Statement.
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Waste Management – Good Standard Opinion (good standard rating on 4/4 risk areas)

Introduction 
Torridge District Council is a Waste Collection Authority; it has a legal duty under the Environment 
Protection Act 1990 to collect household waste, and a statutory requirement, under the Household 
Waste Recycling Act 2003, to provide a waste collection service that includes the provision of a 
recycling service, to divert waste out of the residual waste stream and away from landfill disposal. 

Torridge District Council's Waste Management team is responsible for Recycling, Refuse Collection, 
Bulky Items collection, Public Conveniences, Street Cleansing, and Abandoned Vehicles. The 
service is managed from offices at Westcombe Depot in Bideford with other depots in Appledore, 
Holsworthy and Torrington.

There are more than 32,500 households in Torridge, producing in the region of 800kg of rubbish 
each year. Recyclable waste is taken to the Deep Moor site for processing, which is now owned by 
Coastal Recycling. Non-recyclable waste is taken to the Brynsworthy Transfer Station where it is 
baled, before being transferred to Avonmouth for use in generating electricity.

The Government continues to set challenging targets for increasing recycling. Recycling information 
is widely available, education programmes are ongoing and recycling banks are located at several 
sites within the District. The cost of recycling collections is offset in part by recycling credits which 
are paid quarterly by Devon County Council, the Waste Disposal Authority.    

Assurance Opinion on Risks or Areas Covered
   -   key concerns or unmitigated risks

Level of 
Assurance

R1 - Key statutory or performance requirements may not be met. Good Standard
 

R2 - Injury or death to a member of the public or workforce. Good Standard
 

R3 - Inefficiency resulting in higher service costs. Good Standard
 

R4 - Reputational loss due to customer dissatisfaction. Good Standard
 

These areas / risks combine to provide the overall audit assurance opinion. Definitions of the assurance opinion ratings 
can be found in the Appendices. The observations and findings in relation to each of these areas has been discussed 
with management, see the "Detailed Audit Observations and Action Plan" appendix A. This appendix records the action 
plan agreed by management to enhance the internal control framework and mitigate identified risks where agreed 

Executive Summary 

Awareness of Regulations and Emerging Issues
The Waste and Recycling Manager has overall responsibility for both the long term and day to day 
operation of the Service; we found that there was a good awareness of the regulatory framework 
within which the Service operates, including national targets for recycling, health and safety 
requirements and financial regulations.

To ensure an awareness of emerging issues is maintained, the Service is a subscriber of the Local 
Authority Recycling Advisory Committee (LARAC) and receives periodic bulletins and magazines. The 
Waste and Recycling Manager is also in regular contact with other Authorities in the region, including 
colleagues at Devon County Council who are the Waste Disposal Authority for the region.

Performance Data
National indicators are in place such as NI191 - Residual Household Waste and NI192 - Percentage of 
Household Waste Sent for Recycling. The Service reports these figures separately to Defra, Devon 
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County Council (DCC) and the Internal Overview and Scrutiny Committee. We cross checked a 
number of these figures to ensure they were being reported consistently to the various parties and 
were also able to confirm that a sample of figures had been correctly calculated from the underlying 
data sources. Overall the figures appeared reliable, although a known discrepancy of around 20 
tonnes has yet to be resolved in the NI192 figures as reported to Defra and DCC. The accuracy of 
data entered from weighbridge tickets to monitoring spreadsheets was also accurate for the most part, 
although some mismatches were noted.

Comparing the performance figures reported internally within the Q3 Quarterly Business Report, it was 
apparent that there had been a marked improvement in the Team’s performances when compared 
with the corresponding figures from the previous year.

Waste Strategy
The Authority are not required to produce a separate waste strategy but instead are part of a wider 
Devon Waste Plan. Devon County Council, the Waste Disposal Authority, take the lead on this. We 
confirmed that the existing Plan remains current and that Torridge District Council are included within 
the Devon Waste Plan Adoption Statement.

Awareness Raising and Publicity
Whilst the resources available for publicity campaigns is relatively modest, evidence was provided to 
demonstrate that the service makes use of a range of methods to engage with the wider community to 
educate and inform them on waste matters, including recycling. These include; permanent website 
pages; website news articles notifying residents of disruptions to their normal service; a consultation 
exercise seeking views and opinions prior to the launch of the restructured waste service; attendance 
at roadshows; presentations to the public at parish council meetings, and the distribution of leaflets 
with Council Tax bills. A communications plan has also been drafted with future activities including 
press releases, newspaper and radio adverts.

Staff Training and Induction
All staff are required to undergo training and induction to ensure that health and safety of both the 
workforce and general public is maintained and also to prevent damage to equipment.
A corporate induction process covers general topics whilst a waste service specific induction ensures 
that driver/loaders are properly trained and aware of service specific requirements. This service 
specific element of the induction has also recently been expanded and refined to include a wider 
number of areas.
We confirmed, for a sample of five agency workers, that the necessary induction had taken place and 
had been signed off by both the worker and supervisor.
For directly employed staff however, we found that only the corporate induction checklist had been 
completed. That is not to say that such staff do not receive the same level of induction as their agency 
counterparts, but that there is a gap in the records available to demonstrate this.

With the introduction of a new fleet of Romaquip vehicles, evidence was also provided of 
driver/operator training being provided by the supplier to a number of front-line staff, which was then 
cascaded down to remaining staff.

Risk Assessments
The service maintains risk assessments covering activities such as manual handling. Whilst these 
documents are actively reviewed and updated, we noted that the most recent versions contained 
information that is out of date, such as action target dates that relate to previous years. 

Budget Monitoring
We confirmed that suitable budget monitoring arrangements are in place. The accountancy team 
provide support for this activity which includes a monthly budget report to the Waste and Recycling 
Manager. A formal monitoring exercise is undertaken quarterly and high-level figures from this are 
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reported to the Internal Scrutiny and Overview Committee within the Quarterly Business Report. The 
most recent such report covers the period from April to December 2019.

Budget monitoring reports to the service manager were found to be sufficiently detailed and included 
variances for over/under spends. The service is currently expected to close out the year with a 
relatively small overspend.

We looked at income in respect of bulky waste and garden waste collections for the 2018-19 financial 
year and confirmed that the income had been posted to suitable accounting codes that make them 
readily identifiable and that the total value of income received appeared reasonable when compared 
with estimated numbers of service users.

The Waste and Recycling Manager provided evidence of monthly fuel cost monitoring. Drivers are 
expected to use the cheapest source of fuel where practicable and monitoring records indicate this 
has occurred during the year. Payment cards are used, and receipts obtained, which are then 
reconciled to card statements by the corporate procurement team. The chart below shows how fuel 
costs have fluctuated over the previous year.
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The following chart shows how the net service costs have changed over a five-year period. We can see 
that costs have increased by around £1m during this time, or by a total of 45%. As well as inflationary 
increases, the number of properties within the district (per Valuation Office Agency data) has increased 
by 5% during this time.
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Procurement
Due to the transformation of the Waste Service last year there has been a significant amount of 
investment, in particular the purchase of a fleet of Romaquip kerbside recycling vehicles. We sought to 
confirm that these acquisitions were made in accordance with the Contract and Financial Procedure 
rules and any relevant requirement to publish the tender within the European Journal. Suitable 
evidence was provided to confirm that the necessary process had been followed. The YPO framework 
had been used to conduct a mini tendering exercise in which only one supplier provided a bid, five 
opted out and forty-six did not express an interest. The YPO framework itself was the result of an 
OJEU tendering exercise reference 2015/S 151-278305.

Evidence supporting the purchase of an additional vehicle in late 2018 was also considered. In this 
instance we would have considered a waiver to be necessary, due to 'market limitations', however no 
waiver was seen.

Recycling Credits
Devon County Council, who are the designated Waste Disposal Authority for Devon, pay a significant 
sum to Torridge District Council each year in the form of recycling credits. For 2017-18 the total 
amount of credit received was £268,740.50. The amount paid is determined by the exact tonnages of 
recycled materials and these tonnages must be reconciled and agreed before any payment is made. 
We confirmed that the Authority has so far received payments in respect of quarters 1 and 2 of the 
current financial year and should soon be in a position to invoice in respect of the quarter 3 amounts. 
The invoiced value for quarters 1 and 2 was checked to the supporting spreadsheet and found to be 
accurate.

Fleet Management
We discussed the number and optimisation of waste collection rounds and consider this to be an area 
that is working well. Specialist software, combined with local knowledge, has been used to develop 
and improve the current round structure that was introduced in June 2018. Further refinements have 
been made as recently as February 2019 and this continues to be an area that is monitored closely. 
The number of vehicles currently within the fleet was not considered to be excessive but is maintained 
at a level that is able to support a reliable service including when vehicles are taken out of service for 
scheduled maintenance.

We confirmed that a vehicle servicing schedule is in place and that scheduled services are up to date, 
except for one or two vehicles that were slightly overdue as at the time of testing but were due to be 
cleared within the next week or two. The overarching principle is for each vehicle to have 2 services 
within a thirteen-week period and a certain amount of flexibility within these 13 week periods is 
deemed reasonable

Supporting files for each vehicle were maintained and these included vehicle registration documents, 
VC10 inspection sheets and MOT certificates, all of which were current for those vehicles within our 
sample. 

VC40 defect sheets were also reviewed for a selection of vehicles and gaps identified where they had 
either not been completed or had information missing. A risk-based approach is taken to issues 
reported within the defect sheets, with significant issues being addressed immediately and minor 
issues being addressed during the next scheduled servicing.

Waste Depot Location
A part of the planned Waste Service reorganisation has been the acquisition of a new depot within a 
central location that has sufficient space and ready access for the vehicle fleet. The Authority has so 
far been unsuccessful in achieving this goal, leaving its fleet spread across a number of depots within 
the district, with its Romaquip kerbside recycling fleet currently stationed at a temporary yard in 
Appledore. This location is less than ideal and can only be accessed via a series of narrow streets and 
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lanes.

Complaints
Formal complaints are overseen independently by the Authority’s Service Improvement Officers, who 
form part of the Governance Team. We reviewed the supporting documentation for two recent 
complaints. In one instance the complaint was withdrawn. In the second a suitable and timely 
resolution had occurred with the complainant receiving a formal response on behalf of the Authority.

The chart below shows how the numbers of formal complaints have changed over the last five years. 
The overall numbers are considered low, with the peak during 2017-18 being attributed largely to the 
increased pressure on the service during this period as a result of recycling collections being brought 
back in-house. The complaints log for this period supports this, as it shows several complaints linked 
to missed collections. 
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Enforcement Actions
The Waste Service has two Compliance Officer who are responsible for investigating and acting on 
known instances of non-compliance with the law or with the Authority's rules on using the waste 
service. This may include instances of fly tipping, contaminated recycling, trade waste left as domestic 
waste and other matters.

Although rare, in more serious cases the Compliance Officers have liaised with officers from the 
Environmental Protection team, who have Police and Criminal Evidence Act (PACE) training and are 
able to issue fixed penalties. In the majority of cases however the Waste Service prefers to adopt a 
softer and more educational approach and will liaise with offenders to ensure they are aware of the 
correct procedures and to prevent a reoccurrence.

A systematic and logical filing structure is in place for retaining supporting evidence for these cases, 
however we noted inconsistencies in the types of records retained, for instance photographic evidence 
or case summary sheets were not always found within case folders. 

Issues for the Annual Governance Statement 
The evidence obtained in internal audit reviews can identify issues in respect of risk management, 
systems and controls that may be relevant to the Annual Governance Statement. 

No issues have been identified that require disclosure within the Annual Governance Statement.
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Emergency Planning – Good Standard Opinion (good standard rating on 2/2 risk areas)

Introduction 
The Civil Contingencies Act 2004 requires local authorities to prepare and maintain contingency plans. 
It places responsibilities upon Local Authorities and other category one responders, to deliver a single 
framework for civil protection in the UK. 

Plans include those developed for multi-agency use as well as those developed locally by individual 
councils. Local Authorities across Devon have agreed to a Memorandum of Mutual Understanding 
whereby the principles of responding to an emergency are jointly agreed. Plans should be constantly 
reassessed and updated due to factors such as amendments to legislation, staff changes and the flow 
of information between the Government’s Cabinet Office Briefing Room and Regional Resilience 
Forum and Devon’s Local Resilience Forum and Local Authority Resilience Group.

The Authority has several locally developed emergency plans, including an overarching plan 
supported by scenario specific response plans intended to tackle such events as harbour oil spills, 
provision of an emergency rest centre and fuel shortages.

A major emergency can be large or small scale and can best be described as an incident that cannot 
be dealt with by day-to-day procedures but needs special co-ordinated arrangements to resolve it. 
Examples are: extreme weather, explosion, oil or toxic chemical spillage, epidemic.

The Council’s duty is to respond to all reports of major incidents received by the Emergency Services 
and its role in such circumstances is to minimise the impact of the emergency, to support the 
Emergency Services to ensure continued service delivery, and to restore normality as quickly as 
possible. In preparing for an emergency, the Council develops contingency plans and organises 
training programmes whilst working closely with Devon County Council’s County Emergency Planning 
Service and other partner agencies as appropriate. In this respect the Devon, Cornwall & Scilly Isles 
Community Risk Register and the Combined Agencies Emergencies Response Protocols (CAERP) 
are of major importance. 

The Council also undertakes its own in-house Corporate Business Continuity Plan and Service 
Business Continuity Plans (BCP’s) to ensure that the impact of loss or disruption in the event of an 
emergency is fully assessed and that critical services are maintained.

This audit forms part of the Internal Audit risk based audit plan. The previous audit of this area was 
conducted in 2014, at which time an assurance level of Satisfactory was given.

Assurance Opinion on Risks or Areas Covered
   -   key concerns or unmitigated risks

Level of 
Assurance

R1 - Responses to Civil Emergencies are ineffective leading to loss of life 
and or damage to property and infrastructure.

Good Standard

R2 - Business Continuity Plans are ineffective preventing the Authority 
from delivering core services.

Good Standard

R3 - The Authority fails to comply with Data Protection requirements, 
resulting in reputational damage or financial loss.

N/A

These areas / risks combine to provide the overall audit assurance opinion. Definitions of the assurance opinion ratings 
can be found in the Appendices. The observations and findings in relation to each of these areas has been discussed 
with management, see the "Detailed Audit Observations And Action Plan" appendix A. This appendix records the action 
plan agreed by management to enhance the internal control framework and mitigate identified risks where agreed 
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Executive Summary 

Resourcing of Emergency Planning (EP) and Business Continuity Management (BCM)
2014, the year of the previous audit, saw considerable change within this area. Two key officers left 
the Authority at that time, taking with them a significant amount of knowledge and experience. 
Responsibility for these areas was at that time reassigned to managers within other service areas who 
have needed to incorporate the duties within their existing roles.

The EP function is now overseen by the Waste and Recycling Manager supported by the Waste and 
Recycling Officer, whilst the Corporate Business Continuity Plan (BCP) is now the responsibility of the 
Governance Manager. Despite these officers initially having limited experience with these new areas 
of responsibility, the hand over period and (in the case of EP) formal training was provided to help 
ensure that the roles are delivered as effectively as possible within the constraints of the budget.

Command and Control Responsibilities
Response to civil emergencies is undertaken using a command and control system that is recognised 
by all relevant bodies (known as Category 1 responders) across the United Kingdom. This takes the 
form of a gold/silver/bronze hierarchy representing the strategic/tactical/operational levels of response. 
The Authority's involvement in such emergencies is at the silver/bronze level. We found a satisfactory 
description of this hierarchy, along with detailed descriptions of tasks associated with each level, 
within the Authority's overarching Emergency Plan.

Senior and Operational Management Team members are designated as silver officers and are on call 
to undertake this duty on a rota basis, which we were able to confirm was in place and up to date.

Out of Hours Emergencies
The Authority has a number of officers who have taken on the role of Standby Officer, in shifts of one 
week at a time. These officers are available to take calls out of hours and deal with many situations as 
they are reported. In the event of a significant emergency however, the Standby Officers are instructed 
to contact the Silver Officer on duty at the time in order to escalate the call.

We confirmed that a current, up to date rota for Standby Officers was in place and regularly reviewed. 
A detailed and informative manual is also in place and includes instructions on how to deal with 
commonly arising issues. The manual, last updated in April 2019, also includes the Silver Officer Rota 
and contact details.

Recent Civil Emergencies
There have been no civil emergencies since the previous audit that have required a significant 
response by the Authority, although a small number of incidents have occurred for which the Authority 
had a limited involvement. These included a suspected bomb threat within the town and a boat that 
had slipped its moorings within the harbour. In both instances the incidents were handled by other 
agencies, with the Authority's “silver officers” maintaining a watching brief.

In terms of business continuity, the most significant event to have occurred since the previous audit 
was the collapse of the Authority's contractor responsible for kerbside recycling collections. The 
Authority is considered to have recovered well from this emergency, minimising disruption and 
keeping service users informed. The service is now run completely in-house.

Emergency Plans
The Authority has an overarching Emergency Plan supported by a number of separate plans designed 
to address specific emergency situations. These include plans for chemical spills within the harbour, 
dealing with fuel shortages and provision of emergency rest centres. These plans are actively 
updated; however, with the limited resources available for this, we did note that some sections 
contained information that could benefit from further updating.
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Unless testing is undertaken, the ability to deliver emergency plans would be in doubt. We confirmed 
that a limited amount of testing has been undertaken with regard to some plans, such as the harbour 
oil spill plan, but that more testing would be beneficial as a training and practice aid, such as the 
emergency rest centre plan. 

Local Resilience Forum (LRF)
The LRF is a multi-agency partnership that fulfils the Civil Contingencies Act 2004 requirements for 
category 1 responders to work together in providing resilience against major risk events. It is made up 
representatives from local public services, including the blue-light emergency services, local 
authorities, the NHS, the Environment Agency and other partners. We confirmed that the Authority is 
represented at the monthly LRF meetings (representation provided by the County Council) and that 
there if regular communication between the Authority, its representatives at the County Council and 
the LRF. Regular bulletins are issued to LRF members providing up to date information on emerging 
issues and threats, which are monitored by the Waste and Recycling Manager.

Devon Emergency Planning Service (DEPS)
The Authority have recently subscribed to the DEPS, which is hosted by the County Council. Although 
the subscription fee is not insignificant, membership will allow the authority to benefit from the work of 
a specialist team based at the County Council, will provide access to training and a common policy 
framework and is designed to ensure a more co-ordinated response by its members in the event of a 
Devon wide emergency.

Business Continuity Management
With the limited resources available for this area and the need to optimise efficient working, the 
Authority has taken a lean approach to Business Continuity. Support was provided during 2018 by 
Zurich, the Authority's insurance provider, in the form of template documents and a workshop where 
much of the current focus was developed. The workshop resulted in the identification of fourteen 
service areas that were deemed critical, such as the waste service and homelessness service, along 
with six key threats to business continuity, such as the loss of infrastructure or key staff. This 
information was then cascaded down into service level business continuity plans which helps to 
ensure each critical service area has identified actions that can be taken to counter the identified 
threats.

The service level plans are lean but do allow for the key threats to be addressed. Some gaps in the 
existing plans for service areas were noted, such as the documenting of key contacts (both internal 
and external) to be used in the event of an emergency.

Data Protection
As a part of our 2019-20 audit plan we have incorporated a number of standard questions relating to 
common requirements for Data Protection in addition to the original test schedule. Having discussed 
matters such as staff training and awareness, privacy notices and data retention with the service 
managers, we consider that reasonable steps have been taken to manage and reduce the risks 
associated with personal data. As no detailed testing of this area has been completed however we 
have not provided an assurance opinion, however such an opinion is to be provided in the full Data 
Protection audit to be carried out separately.

Issues for the Annual Governance Statement 
The evidence obtained in internal audit reviews can identify issues in respect of risk management, 
systems and controls that may be relevant to the Annual Governance Statement. 

No issues were identified that require disclosure within the AGS.
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Income – Good Standard Opinion (good standard rating on 1/2 risk areas; improvements 
required on 1/2 risk areas)

Introduction 
The Authority receives income from members of the public for a range of services including but not 
restricted to Council Tax, Business Rates, Licensing and Car Parking. Payment can be made by bank 
transfer, card (by telephone or using the website), cash or cheque (at Post Offices and PayPoint 
locations). The Authority ceased accepting cash payments directly in April 2016.

Income received from the public forms an essential part of the budget available to the Authority to 
delivery its services.

Income is processed through the cash receipting system before being posted to the general ledger 
and any service specific databases such as Council Tax. Service areas are responsible for monitoring 
income levels with the support of the Accountancy Team, who provide periodic budget monitoring 
reports and budget advice to the services.

Assurance Opinion on Risks or Areas Covered
   -   key concerns or unmitigated risks

Level of 
Assurance

R1 - Income is not processed securely, leading to loss of income through 
fraud.

Improvements 
Required 

R2 - Income is not processed accurately, resulting in misstatements within 
the accounts.

Good Standard
 

These areas / risks combine to provide the overall audit assurance opinion. Definitions of the assurance opinion ratings 
can be found in the Appendices. The observations and findings in relation to each of these areas has been discussed with 
management, see the "Detailed Audit Observations And Action Plan" appendix A. This appendix records the action plan 
agreed by management to enhance the internal control framework and mitigate identified risks where agreed 

Executive Summary 

Control Framework and Delegated Responsibilities
The Authority's Constitution include the Financial Procedure Rules (FPR), establishing delegations to 
officers and local requirements to establish and maintain financial integrity and accountability for 
financial administration, including income processing.

The FPR were last reviewed and updated in the early part of 2016 and were formally approved by Full 
Council in August of that year. The next scheduled review period is recorded as April 2018 and as 
such is now overdue.

Capita 360
The cash receipting system is a hosted system supplied by Capita. We note that no formal contract 
between the Authority and Capita, could be located by either party.

We confirmed that access to the system is restricted. There are currently six officers with system 
administrator access and whilst this is not low, justification was provided for this. Prior to new users 
being set-up we confirmed that a request from the line manager or team leader was required and that 
suitable evidence had been retained. Password settings for the system were also found to be 
satisfactory.

Whilst the use of a cloud based and hosted system such as this provides many benefits to the 
Authority, there are also added issues, for instance service disruptions can be caused by a loss of 
internet connectivity which can then prevent payments from being taken. Such disruptions occurred 
during the course of the audit. 
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Paye.net
The Paye.net system is a part of the Capita 360 suite and allows officers within the Authority to take 
card payments by telephone, via the pay.net web portal. As at the time of testing there were 45 
officers with access to the Paye.net system, although during discussions it was found that not all users 
required access or have ever used the system, suggesting an annual exercise to clean up the user 
base would be beneficial.

Officers who take telephone card payments are also required to sign a security declaration as 
evidence that they are aware of the correct protocols to use and to reduce the risk of fraud. The 
process for ensuring these declarations are completed and retained however was found to be 
ineffective and a change in this process is recommended.

WorldPay
For service areas including parking and licencing, customer payments made through the website are 
redirected to WorldPay, an external provider. Daily notifications of payments received are sent from 
WorldPay to the Authority and we discussed the processes involved in ensuring that transactional data 
is accurately and promptly received and posted to the Authority's financial systems. These processes 
were found to be working well and a sample of transactions were successfully traced through the 
system.

Separation of Duties
With the Authority no longer accepting cash payments directly, the risks associated with processing 
cash have been largely eliminated. As such the requirement to maintain separation of duties between 
cashiering and end of day processing (of purely cheque and card payments) remains good practice 
but is a much lower risk. Nevertheless, we confirmed that the customer services team do still maintain 
a separation of duties in this area. We also confirmed that till reversals are independently checked and 
signed off by the Customer Services Supervisor and that refunds are only actioned where there has 
been a request from the relevant service area.

Fidelity Guarantee Insurance
We confirmed that the Authority has a suitable insurance policy in place that provides fidelity cover in 
the event of fraud or dishonesty of staff. The basic level of cover which applies to all staff was deemed 
adequate, although we note the policy still contains obsolete information in respect of those 
'designated' officers who have an enhanced level of cover. We note that the insurance contract is 
currently being retendered which should provide an opportunity for this to be addressed.

Transactional Data
We discussed the processes used to ensure that transactions are posted promptly and accurately 
from the cash receipting system to the general ledger. This involves the work of multiple teams, but is 
principally overseen by the ICT Business and Project Officer. The Project Officer is also responsible 
for scripting many, if not all, of the Host Access routines that are run and which post transactions 
between systems. There is thus a heavy reliance on this officer, especially when problems may arise 
with the system operation, but due to the small size and limited capacity of the ICT team this is an 
accepted risk. The team leader indicated during discussions that he would be able to provide cover for 
all of the operations undertaken by the ICT Business and Project Officer in the event of a protracted 
absence.

Following our discussions we selected a sample of income transactions from sources including the 
planning portal, parking services, WorldPay and Northam Burrows. In each case we were able to 
confirm that the transactions had been promptly posted to a relevant accounting code.

Suspense Accounts
General ledger account 999 0397 800LDTB is used for transactions imported from the cash receipting 
system that cannot be correctly allocated, due to missing, incomplete or incorrect account information. 
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We confirmed that the account is monitored on a daily basis by the ICT section and Customer 
Services Supervisor, who each investigate and re-allocate the transactions to the correct service 
areas. As at the time of testing all transactions from the 2018-19 financial year had been cleared and 
all transactions from the current financial year had either been cleared or were in the process of being 
investigated.

VAT
We confirmed that suitable processes exist for the handling of output tax. Our transaction sample 
included income from different sources, in respect of different services and for both vatable and non 
vatable supplies. In each applicable case the VAT had been promptly and accurately allocated to the 
correct accounting code, 999 0345.

Reconciliations and Error Detection
We considered activities that are designed to identify and correct errors or anomalies with income 
transactions and found that these were carried out sufficiently frequently. This includes daily 
reconciliations by the ICT Business and Project Officer, checks carried out by the Customer Services 
Supervisor during import routines, cross checks and balancing carried out each day by the Exchequer 
team whilst importing transactions to the ledger and inbuilt system controls that prevent the posting of 
unbalanced ledger entries.

Income Trends 
The following charts are included for informational purposes and provide a year by year comparison of 
the value and volume of different payment types along with total transaction volumes and values for 
the last six years. Direct to bank (DTB) income, including CHAPS and direct debit payments, are 
shown separately.
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DTB transactions aside, we can see that post office/PayPoint payments account for a significant 
portion of the volume and value of income received. Somewhat surprising is the continued prevalence 
of cheque payments, however these have seen a steady decline during the period. Internet card 
payments continue to increase in popularity and saw a sharp increase during 2018. Cash payments 
are no longer accepted directly unless under exceptional circumstances and this is reflected by their 
almost total absence from 2016 onwards. 

The detailed findings and recommendations regarding these issues and less important matters are 
described in Appendix A. Recommendations have been categorised to aid prioritisation. Definitions of 
the priority categories and the assurance opinion ratings are also given in the Appendices to this 
report. 

Management are required to agree an action plan, ideally within three weeks of receiving the draft 
internal audit report. 

Written responses should be returned to Gary Spratley (gary.spratley@devonaudit.gov.uk). 
Alternatively, a meeting to discuss the report and agree the action plan should be arranged with the 
named auditors. 

Issues for the Annual Governance Statement 
The evidence obtained in internal audit reviews can identify issues in respect of risk management, 
systems and controls that may be relevant to the Annual Governance Statement. 

No issues were identified that require disclosure within the AGS.


